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KEEP VENDOR RISKS AT BAY

MANAGING THE RISE OF THIRD-PARTY
SOFTWARE

Modern enterprises are rapidly expanding their
use of cloud-based SaaS products and other
solutions. If not properly vetted, each piece of new
software represents potentially unacceptable risks
and vulnerabilities that could be exploited. When
purchasing many products from new vendors,
CISOs, risk management leaders, and information
security teams must find a way to evaluate them
in a systematic and scalable way.
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PROJECT METRICS

Yakabod'’s
keeps you in control of your
growing security evaluation volume.
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CONFIDENTIALITY FOR EVERY REVIEW

Keep your evaluations on a need-to-know basis.
Take advantage of standards that were designed
for the most rigorous national security use cases.
Yakabod's Vendor Security Review Manager
ensures compliance and keeps you ready for an
audit, protects sensitive data in one central location,
stays compliant with vendor NDAs, and reduces the
potential for disclosing vulnerabilities and risks.

+ Hardened appliance with two-factor
authentication

« Granular access controls
& Out-of-band communication
+ System-of-record functionality including audit trails

LEAVE NO STONE UNTURNED

Track and manage each review in a comprehensive
record designed for your organization. The VSR
Manager ensures that you see every detail for
every vendor.

¢ Connect each review with its associated data
and documents

+ Manage review and renewal workflows

+ See all reviews at a glance or dive deep into a
specific vendor

+ Search and sort in-process reviews



SET YOUR REVIEW PROCESS ON AUTOPILOT

The VSR Manager helps you get through your queue with speed and accuracy. Automate repetitive
tasks and streamline manual processes.
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Customizable Reports Turnkey Setup Automated Renewal Easily Ingests Data
+ Dashboards Notifications

Colleges and universities are rapidly expanding use of 3rd-
party cloud SaaS and other software including those that store
sensitive, regulated information. With rising breaches, increased
risks, legislation, regulation, and audits, higher ed information

security teams face a growing - and often overwhelming -
demand for vendor security evaluations.

Yakabod VSR provides a secure place to track and manage the
process for each vendor/product security evaluation including
data collection, assessment, and approval.

Comprehensive review records centralize and organize
all review data and documentation including
questionnaires, SOC2 reports and other
vendor-provided documentation.

Automated workflows support efficient handling

of review processes including timely reminders of
deadlines and pending renewals. HE" LE
Intelligence-agency technologies protect sensitive
institution and vendor security architecture, risk, A '

vulnerability, and similar data.

Dashboards and reports support management
of the overall review process, allocation of

resources, and reporting on workload and E: @YAKABOD.COM
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